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Abstract—Automatic Dependent Surveillance Broadcast (ADSB) has become one of the most prominent protocols in the area
of Air Traffic Control (ATC) due to its accuracy compared
to traditional surveillance technologies, as well as for its suitability for deployment in areas where radar operations would
be financially inviable or technically unfeasible (e.g., mountain
ranges, at sea, etc.). In spite of its advantages, there have been
considerable criticism from security and ATC experts on a serious
vulnerability of the protocol. More specifically, its messages are
exchanged in clear text over the air, which makes it an easy target
for many attacks. In previous work, we proposed a framework
to enforce the authenticity and integrity of ADS-B messages,
for the 1090 Extended Squitter (ES) version of ADS-B, in
ground-to-air and air-to-air scenarios by using security metadata
based on keyed-hash message authentication code (HMAC) and
a proper exchange of keys, which was presented as a secure
extension to the ADS-B protocol named ADS-Bsec. However, due
to the complexity of ATC operations within these two scenarios
and the intricate nature of air space regulations, which can
have different requirements from one country to the other,
the implementation of such measures requires more in-depth
considerations, especially in the presence of mixed air traffic
in crowded urban areas, before ADS-Bsec could be consistently
deployed. In this paper, we further explore these considerations
by studying the impact on the performance, safety and security of
Universal Access Transceiver (UAT) in a mixed airspace with and
without ADS-Bsec. Consequently, we extend the previous work
by exploring the complex and dynamic interactions between these
components as a cyber-physical system handling ATC operations
in different scenarios, and propose solutions to the issues we
encountered during this process. Our ideas are illustrated using
a simulated ATC case study and discussed though an analysis of
its results.
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I. I NTRODUCTION
During recent years, Asynchronous Dependence and
Surveillance Broadcast (ADS-B) has become one of the most
promising protocols used for ATC surveillance operations [12]
due to various reasons. First, it has a much better accuracy
compared to traditional surveillance techniques, such as Primary Surveillance Radar (PSR) and Secondary Surveillance
Radar (SSR), because it uses GPS to determine the aircraft
position. Second, it offers a financially-viable option to deploy
ADS-B stations covering areas that cannot accommodate radar
stations, such as mountain ranges, sea, etc. In spite of these
advantages, several critics of this technology [10] and [11]

have warned against a serious flaw since ADS-B messages are
sent in clear-text over the air without any security property
being enforced, which makes it vulnerable to a plethora
of attacks ranging from eavesdropping to message injection
attacks.
In previous work [5] and [6], we proposed ADS-Bsec, a
framework supporting secure ADS-B operations by providing
ADS-B message authenticity and integrity by using metadata,
based on keyed-Hash Message Authentication Code (HMAC),
supported by a proper key exchange scheme that supports
both air-to-ground and air-to-air operations. However, evergrowing complexities of airspace motivated the development
of this paper. In particular, the issue of airspace organization
for Unmanned Aircraft Systems (UAS) has been of great
interest to the Air Traffic Management (ATM) community.
The Unmanned Aircraft System Traffic Management (UTM)
is an air traffic management ecosystem under development
for autonomously controlled operations of Unmanned Aerial
Systems (UAS) that aims to provide a set of ATM services
in G airspace class [4] and a new kind of airspace compartmentalization for lower altitude operations (i.e., altitudes under
400 ft above ground level), providing operational safety and
efficiency for UAS and manned aircraft operations [3].
There are several concerns with regards to UTM in comparison to ATM such as the segregation of airspace for UAS users
while sharing it with other unmanned and manned aircrafts,
helicopter operations and other aircrafts during landing and
take-off procedures. Also, UTM requires higher technical
capabilities and operational costs than ATM and knowing
accurate positions of aircraft in the surrounding; especially
for crowded urban areas. These differences motivate the need
to investigate the suitability of ADS-B to provide the required
level of safety, cyber-security and efficiency.
In this paper, we extend our previous work by studying
the feasibility of using UAT version of ADS-B to support
the complex nature of mixed airspace while guarantying the
performance, safety and security. We support our ideas through
a simulated case study, which is more realistic in its design
than the ones in [1] and [2], and we discuss the results of our
findings.
The paper is organized as follows. Section II presents the
related work while section III describe how our ADS-Bsec

